I[n recent years]{.smallcaps}, there have been numerous cases of emerging pathogens spreading internationally. This increase in such cases is likely to be a consequence of human actions, including the effects of globalization, increased human mobility, and an expanded international trade in animal and food products.^[@B1]^ Many of these pathogens are classified as "high-consequence pathogens" because they pose a direct threat to both human and animal health. High-consequence pathogens have the potential to cause disruptions in society from actual outbreaks or merely through the potential to create widespread fear in society. There is also an implicit risk that such high-consequence pathogens could be used for antagonistic purposes, such as in bioterrorist attacks.^[@B5]^ Although there have, to date, been only a few instances of bioterrorism, many subversive groups have expressed bioterrorist ambitions, creating an urgent need for national preparedness in the early detection and containment of biological security threats.^[@B6],[@B7]^

Preventing and handling natural, accidental, or deliberate outbreaks of high-consequence pathogens requires preparedness across many institutions and parts of the society, including health care, agriculture, food production, law enforcement, biodefense, border control, and the transport sector.^[@B8]^ Joint biopreparedness calls for cross-sector cooperation at a national level, but at the same time needs to be coordinated with regional and local operations within the various sectors.^[@B9]^ There are several existing examples of national cross-sector laboratory response networks---that is, networks of laboratories that can identify high-consequence pathogens and respond to different biological threats in a country.^[@B9]^

Experience shows that organizing and coordinating networks can be challenging in those countries where there is limited cooperation between different sectors^[@B14]^---for example, where each sector relates to different ministries or is governed by separate legal frameworks. Within the European Union (EU), the European Commission has launched a green paper on biopreparedness,^[@B15],[@B16]^ an EU CBRN action plan,^[@B17]^ and EU legislation concerning serious cross-border threats to health.^[@B18]^ This EU legislation complements the World Health Organization\'s (WHO) International Health Regulations (IHR) agreement on cross-border cooperation to combat certain contagious human diseases.^[@B19]^ To comply with these regulations, several European laboratory networks have been established.^[@B20],[@B21]^

In Sweden the national agencies for public health, animal health and feed safety, food safety, and biodefense and security each has its own biosafety level-3 (BSL-3) laboratories, to which samples are sent for analysis from around the country ([Figure 1](#f1){ref-type="fig"}, [Table 1](#T1){ref-type="table"}). The Swedish system for crisis management relies on 3 fundamental principles: (1) crises should be managed by the same authorities that manage the relevant activities in normal times; (2) crises should be managed primarily at the local level; and (3) crises should be handled using normal practices.^[@B22],[@B23]^ Thus, during a crisis, each sector is responsible only for its own area of expertise, and most crises are managed by the municipalities responsible at a local level. Crises are managed at the national level only if an event spans a wider geographical region (eg, if it affects 2 or more counties), or if the local municipalities require assistance from other regions or from national resources due to workload, or if the presence of microorganisms is suspected requiring expertise found only in the national BSL-3 and -4 laboratories ([Figure 1](#f1){ref-type="fig"}). Maintaining and improving the diagnostics for those rare pathogens that require analysis by BSL-3 and -4 laboratories is resource-intensive.^[@B24]^ Moreover, in many cases there are no commercial or standardized methods for analyzing such agents. Usually in-house solutions are developed, and the total number of staff working in this field is limited.^[@B25]^ A joint effort by laboratory personnel from across the different sectors would increase the critical mass of expertise and improve Sweden\'s biopreparedness against high-consequence pathogens.

![Swedish system for crisis management: the sector. The orange dashed line represents the Swedish Forum for Biopreparedness Diagnostics (FBD) cross-sector cooperation among the 4 national agencies on diagnostics of high-consequence pathogens at the national BSL-3 laboratories.](fig-1){#f1}

###### 

Description of the network\'s member agencies

               *National Veterinary Institute****(****SVA)*   *National Food Agency****(****NFA)*     *Public Health Agency of Sweden****(****PHAS)*   *Swedish Defence Research Agency****(****FOI)*
  ------------ ---------------------------------------------- --------------------------------------- ------------------------------------------------ ------------------------------------------------
  Sector       Animal health and feed safety                  Food safety                             Public health                                    Biodefence and security
  Facilities   BSL-3                                          BSL-3^[a](#tf1){ref-type="table-fn"}^   BSL-3, BSL-4                                     BSL-3
  Location     Uppsala                                        Uppsala                                 Solna                                            Umeå
  Ministry     Enterprise and innovation                      Enterprise and innovation               Health and social affairs                        Defence

BSL-3 with permission to handle risk class 3 microorganisms, which are normally not airborne, and access to BSL-3 at the National Veterinary Institute.

National Laboratory Network for BSL-3 Diagnostics {#s001}
=================================================

In 2003 the Swedish National Board of Health and Welfare started an exercise to map microbiology laboratories and regional clinical laboratories across Sweden, looking at their capacity and levels of coordination from the perspective of biopreparedness. Among other things, this investigation recommended that the capacity of and coordination between the various microbiology laboratories should be strengthened, in order to ensure a diagnostic service that is sustainable and effective in the event of any crisis generating a large sample load.^[@B26]^

In addition, in 2004 the Swedish Laboratory for Food Safety and Biopreparedness was established. This collaboration between the National Veterinary Institute and the National Food Agency initially focused on biopreparedness and the deliberate spread of pathogens in the food chain.^[@B27]^ These 2 national initiatives, together with the influence of other international and EU activities, led the 4 agencies with responsibility for dealing with high-consequence pathogens to establish the Swedish Forum for Biopreparedness Diagnostics (FBD) in 2007 ([Table 1](#T1){ref-type="table"}, [Figure 2](#f2){ref-type="fig"}). The aim of FBD was to strengthen capabilities and capacities for diagnostics at the national BSL-3 laboratories through harmonization. In the event of a crisis, network activation relies on a request of assistance from any of the network agencies. Upon activation, samples may be shipped to the assisting agencies that will assist with the diagnostics.

![Locations of the 4 Swedish Network Agencies](fig-2){#f2}

Three of the agencies---the National Veterinary Institute, the National Food Agency, and the Public Health Agency of Sweden---have designated responsibility for expertise and diagnostics of high-consequence pathogens (risk class 3 microorganisms) within their sectors. In addition, the Swedish Defence Research Agency is the national authority for research and expertise in defense and security ([Table 1](#T1){ref-type="table"}, [Figure 2](#f2){ref-type="fig"}). Collaboration agreements were signed by the 4 agencies in 2008 and renewed in 2014. The network project has been funded by the Swedish Civil Contingencies Agency for 4 consecutive periods and has now been running since 2007. The Swedish Civil Contingencies Agency is a national agency with the mission to improve the management of crises in society. This is often carried out by granting temporary project funding to stakeholders who are involved in handling crises at the national and local or regional levels.

Network Organization {#s002}
====================

The FBD network is coordinated by a steering committee that consists of 2 representatives from each of the 4 agencies, and the presidency of the committee is rotating. A number of parallel projects, in which all agencies are represented by at least 1 person, catalyzes cooperation. To assure effective work, a set of network tools was developed. This included a course in project management for all participants, an FBD quality assurance (QA) manual, and a protected Wikimedia work platform ([Figure 3](#f3){ref-type="fig"}). A summary of joint projects, each lasting between 1 and 3 years, is listed in [Table 2](#T2){ref-type="table"}. Each project has a budget that pays for salaries (typically 10% of full time for each person involved), consumables, equipment, and travel. Common interests among the agencies define the scope of the projects. Any results and products generated in a project are jointly owned by all 4 agencies.

![Organization of the Swedish Forum for Biopreparedness Diagnostics (FBD) network. Joint projects (orange boxes) are identified by the steering committee based on a shared interest among the network agencies (blue boxes). Agencies assign participants to each of the projects, which are run according to the FBD quality assurance manual and with the aid of the other network tools.](fig-3){#f3}

###### 

Summary of Joint Project Activities in FBD, 2007-16, on diagnostics of high-consequence pathogens at the national BSL-3 laboratories

  *Theme*                                                                                                            *Projects*
  ------------------------------------------------------------------------------------------------------------------ --------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
  Diagnostic methods                                                                                                 Gap-analysis to identify the need for method development
  Development and validation of molecular diagnostics                                                                
  Harmonization of methods for bacterial cultivation, including complex matrices: selective culture and enrichment   
  Equipment                                                                                                          Ring trials for diagnostics (analysis of spiked live and inactivated samples for detection of high-consequence pathogens)
  Dead-end ultrafiltration for diagnostics of high-consequence pathogens in water                                    
  Evaluation of DNA extraction robot in BSL-3 biosafety cabinets using various matrices                              
  Quality assurance                                                                                                  Development of a FBD QA manual
  Exchange of DNA reference material (strain panels and process controls)                                            
  Joint validation of existing PCR assays                                                                            
  Biosafety                                                                                                          Exercises: interagency transport routines and diagnostics; evaluation of interagency communication during an infectious disease outbreak; a test of interagency harmonization: collaboration, logistics, and diagnostics
  Interagency audits on QA of diagnostics and biosafety practices: ISO 17025:2005 and CWA 15793                      
  Nordic collaboration and dissemination of FBD output                                                               Initiation of intersectoral collaboration among the Nordic countries in the area of diagnostics at national BSL-3 laboratories
  Spreading knowledge about the FBD network to actors working in the field of biopreparedness in Sweden              

FBD = Swedish Forum for Biopreparedness Diagnostics; BSL = biosafety level; DNA = Deoxyribonucleic acid; QA = quality assurance; ISO = International Organization for Standardization; CWA = European Centre for Standardization (CEN) Workshop Agreement.

Besides working on the joint projects, all members of the network meet approximately 3 times a year for a shared workshop, including progress reports and seminars. The network has, so far, involved around 80 people in total, with roughly 30 participants each year. At the end of each project, a report is printed and made available as a PDF on the web page of the Swedish Civil Contingencies Agency, with a summary in English.^[@B28]^

Lessons Learned and Discussion {#s003}
==============================

Harmonization of Laboratories {#s004}
-----------------------------

Crisis management in Sweden is based on the premise that procedures will be performed as normal; this also includes sample flow upon suspicion of high-consequence pathogens. Within each sector, local and regional actors handle samples and communicate with national resources and BSL-3 laboratories. Given the system, there was an obvious need to develop means for cross-sectoral cooperation between national laboratories in order to improve the country\'s biopreparedness against high-consequence pathogens. Since its formation in 2007, the FBD network has contributed to the harmonization of diagnostic methods, equipment, QA protocols, and biosafety practices among the national BSL-3 laboratories. It has done this mainly through carrying out joint projects, which have included activities such as ring trials (analysis of spiked samples for detection of high-consequence pathogens), exercises, and audits.

A 2015 interview-based evaluation of the network, carried out by the Swedish Civil Contingencies Agency, concluded that the 4 partners see their work in FBD as having been democratic, transparent, and equal.^[@B29]^ As the Swedish national BSL-3 laboratories work under different ministries, there is no central command structure to which all laboratories are connected, in contrast to, for example, the American Laboratory Response Network, which is overseen by a program leader.^[@B30]^

To overcome the inevitable challenges of steering cross-sector collaboration, a formal agreement between directors general of the 4 agencies consolidates the FBD network. In addition, the network has a steering committee, which consists of members who have authority to influence the work in each agency and which is responsible for coordinating the network and ensuring a balance in the type of projects run. Having a rotating presidency has fostered trust and commitment from all agencies involved. To date, the FBD network\'s activities have focused primarily on high-consequence bacteria, and only a few projects have involved emerging viruses. This may be avoided since the original criteria that method development should be relevant for all sectors has been abandoned. An inherent challenge of biopreparedness diagnostics is to gather expertise covering all groups of high-consequence pathogens (ie, bacteria, viruses, RNA viruses, and toxins). Experts covering more than one of these pathogen groups are rare or even nonexistent. Therefore, a systematic turnover of steering group members also helps to assure a diversity of projects and to avoid a bias toward the expertise of particular persons or agencies.

The joint projects and regular meetings have generally created a positive and understanding attitude among the network agencies. Many informal horizontal links have been created, and this has expanded the communication between agencies at all levels. Earlier experience pinpoints mutual trust between partners as a cornerstone for a successful network.^[@B31]^ We believe that the key factors in building trust among FBD network members have been joint work on the part of laboratory personnel, significant contribution by each of the participating agencies, and common ownership of results. On a couple of occasions, samples have been sent between the agencies, for example, when there have been problems with equipment or when results have needed to be confirmed, in a manner that would not have been possible before the establishment of the FBD network. One example occurred in 2009 during the first anthrax outbreak in a Swedish beef cattle herd in 27 years. The BSL-3 laboratory at the National Veterinary Institute was responsible for analyzing the samples (mainly blood and animal tissue), the Public Health Agency of Sweden assisted with the confirmation of the first results, and the Swedish Defence Research Agency helped by analyzing the soil samples collected at the site.^[@B32]^

The exercises, ring trials, and audits carried out at the network members\' various laboratories have shed light on some areas of inconsistency regarding how practices are handled and how Swedish biopreparedness could be improved. They have highlighted, for example, disparities in methods, diagnostic equipment, QA management systems, the transport and delivery of samples, and inter-agency communication and data sharing ([Table 2](#T2){ref-type="table"}). The challenge of transporting and delivering samples containing class 3 microorganisms is well described by Mèrens et al.^[@B13]^ For example, sending samples and metadata requires a system that ensures confidentiality in the laboratory receiving it. In principle, rather than transporting samples to a different laboratory in the network, an alternative would be to exchange staff, as the network members\' staff are now familiar with the methods and practices used in the other laboratories.

Diagnostic Methods and Equipment {#s005}
--------------------------------

Harmonized, quality-assured, up-to-date diagnostic methods have been a key factor in enabling cooperation in the network. The initial idea of having more or less identical methods in all 4 laboratories turned out to be unrealistic, as the different agencies are responsible for different sample types---for example, tissue (human and animal), food, feed, drinking water, and environmental samples. A joint gap-analysis identified the need to improve and share existing methods and in some cases to develop new methods ([Table 2](#T2){ref-type="table"}). So far, the focus has been on real-time PCR analyses and cultivation methods of the high-consequence pathogens *Bacillus anthracis*, *Brucella* spp., *Burkholderia mallei*, *Burkholderia pseudomallei*, *Coxiella burnetii*, *Francisella tularensis*, *Yersinia pestis,* and Hanta virus. Two examples of methods that have been developed are the real-time PCR assays for *Brucella,* later used in a brucellosis outbreak in a Swedish kennel in 2013,^[@B33]^ and the real-time PCR for detection of Puumala virus, which has been implemented at clinical hospital laboratories in northern Sweden as a complement to current serological assays.^[@B34]^ Furthermore, a thorough evaluation of a DNA extraction robot in biosafety cabinets, including the validation of the extraction process using a broad range of sample types (matrixes), resulted in the equipment\'s being implemented at all 4 agencies. A method of dead-end ultrafiltration^[@B35]^ for detection of high-consequence pathogens in larger volume water also led all 4 agencies to purchase the same equipment.

Quality Assurance and Biosafety Practice {#s006}
----------------------------------------

Previous experiences of laboratory networks have reported on the importance of quality assurance management programs, including reference material and well-designed validation parameters as a basis for inter-agency cooperation.^[@B13],[@B24],[@B36]^ As the Swedish national BSL-3 laboratories are each governed by their own QA systems and diagnostic methods, it has been important to define how the FBD activities relate to existing ways of doing things. The FBD QA manual has gradually been revised and now covers network organization, project management, implementation planning, communicating project results, recommendations on quality assurance of diagnostics at BSL-3 laboratories, and protocols for the validation of diagnostic PCR methods. Thus, the FBD QA manual can be regarded as complementary to each agency\'s existing management systems.

There is an obvious risk that if the outcomes of network projects are not implemented in members\' everyday work, they may be forgotten. To evaluate the implementation of project outcomes, questionnaire interviews were performed at each agency with representatives from the diagnostic laboratories, team leaders, and participants from previous FBD projects. The inventory of the network project outcomes inspired a revision of the FBD QA manual to include a plan for implementation. This means that implementation must be considered right from the start of a new project. Some key factors for successful implementation have been identified: • A new diagnostic method or new equipment must harmonize with the already existing methods or equipment in each agency;• The method or equipment is needed by all agencies;• Adequate validation is performed in the project so that further implementation can be carried out without need for additional work.

Once a new method has been implemented, it is still a challenge for each agency to maintain the relevant competence over time for those methods that are infrequently used, especially in slimmed down organizations. Many high-consequence pathogens are rarely, or have never been, encountered in real-life situations, meaning that the capacity to carry out the relevant methods is not tested on a regular basis. External test panels for such pathogens are generally not commercially available, but capability testing has been made possible in the FBD network projects through in-house ring trials that are performed annually in the network. The ring trials include both live and inactivated samples that are prepared by one FBD arranging laboratory and sent to the other participating agencies. To facilitate validation of the ring trials as well as new and existing diagnostic methods in the network, DNA reference material (ie, strain panels for positive controls and a common internal process control, Phocine Herpes Virions) have been generated and shared among the agencies. As part of one of the FBD projects, interagency audits were performed on quality assurance of diagnostic methods and biosafety at the BSL-3 laboratories, using relevant parts of the ISO 17025 and CWA 15793: Laboratory Biorisk Management.^[@B39],[@B40]^ These audits led to improved practical solutions and facilitated the harmonization of good practice between the laboratories.

Dissemination of FBD Outputs {#s007}
----------------------------

In another FBD project, the outcomes of network activities were disseminated to other actors working in the field of biopreparedness. Key players with a biopreparedness perspective in Sweden\'s crisis management system were identified, including county veterinarians, veterinarians in clinical practice, food inspectors at the local level, and relevant personnel in the healthcare sector. Information seminars have been presented at meetings where these groups of professionals gather. Information has also been made available on the relevant authorities\' websites, and a leaflet has been produced and distributed.

With a view to initiating a Nordic network for cross-sector collaboration, one FBD project established contact with the corresponding agencies in the other Nordic countries (Denmark, Finland, Iceland, and Norway). Following a joint workshop, the Nordic Biopreparedness Forum was formed in 2015 and is now governed by a committee made up of representatives from each country. A workshop will be organized at least annually, hosted by each country in turn. This will be an important opportunity to uphold and widen the contacts between people in this field, to share knowledge and experience from outbreaks, and to discuss how to improve current methods and strategies for quality assurance. In addition, a bilateral collaboration between Sweden and Norway has resulted in joint ring trials for analysis of spiked samples for detecting high-consequence bacteria. Future network activities could include increased exchange of biological reference materials and strains and expansion of ring trials and proficiency tests.

An intrinsic weakness of the current system of cross-sector collaboration is that it is not underpinned by long-term, ongoing financing. Internationalization may broaden the network of national BSL-3 laboratories to find synergies in new areas, strengthen the ability to pool and share resources throughout Europe, and consolidate a longer-term financing regime in the context of harmonized European biopreparedness.

In a previous study, based on experiences gained during 46 years of collaborative work, performed across diverse laboratory cultures, the value of networks has been summarized as having achieved enhanced productivity and trust---greater than any single laboratory could achieve.^[@B41]^ Global health security issues will continue to challenge collaboration between sectors, laboratory activities, and technologies in the coming years.^[@B42]^ We believe that collaboration among laboratories will be central when it comes to adapting to the rapid technical development that is now ongoing in microbiology laboratories.^[@B43],[@B44]^ The cross-sectoral FBD network not only adopts to the One Health concept;^[@B45]^ it also leads to improved coordination and harmonization between laboratories that undoubtedly will save resources^[@B46],[@B47]^ and strengthen national biopreparedness.
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